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Abstract

Cloud computing is a new paradigm which

enables ubiquitious,on demand network access
to a shared pool of configurable resources with
minimal management effort.it provides many
services like pay per use model and elasticity of
resources.There is a need to provide better
security in order to get rid of malicious insider
attacks.Existing cryptographic data security
mechanism such as Encryption has failed in
preventing insider data attacks.

We propose a different approach in
order to avoid insider attacks using decoy
information technology.We monitor the user
search modeling in the cloud.When
unauthorized access is suspected verification is
done by providing some security questions and
then we launch a false information attack by
providing decoy documents.This protects
against misuse of real data.This technique
prevents malicious attacks and provide high
security in cloud environment.

INTRODUCTION

Cloud computing has become an important
paradigm which provides better operational
efficiency,so business people started opting
cloud.This obviously provide better efficiency but
comes with a most serious risky issue like data theft
attack.Cloud cannot prevent data theft attacks if they
are insider attacks. These attacks have become a
serious threat to cloud.Cloud computing customers
are well aware of this threat but they are only left
with the choice i.e., trusting the service
providers.Lack of transperancy is one of the reasons
for this threat.

A completely new approach is proposed,decoy
information technology which comes under Fog
Computing.Fog computing is an extension of cloud
computing.lt is a unifying platform at the edge of the
network that supports a wide range of emerging
applications and services requiring low
latency,orchestration of large scale controlled
systems,mobility support etc.We propose two ways
using fog computing.

Detecting malicious attacks

Masqueraders can steal a legitimate users credentials
by sniffing passwords,installing keylogger
etc.Detecting masquerades has become very
difficult.Many proposed approaches rely on
encryption by auditing a variety of sources which are
not efficient.lt is fair to say that all of the standard
approaches that have been demonstrated to fail from
time to time.Building a trustworthy cloud is not
enough,avoiding data theft attacks is more
important.once the data is lost we couldnot get it
back.Then a basic idea is proposed which can secure
data to some extent i.e disinformation attack.
This could be implemented using two techniques:

1.User search modeling

2.Decoys

A.User search modeling:

Generally the access to a users information in the
cloud will exhibit normal means of access.This
technique usually observes the users search
behaviour.So it can easily differentiate between
normal user and unauthorized user.This
method is generally used in fraud detection
applications.Whenever it gets suspicious it
provides a security question and then gets an
indication that it is a abnormal access.
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B.Decoys:

Decoy information such as decoy documents
provide bogus information on unauthorized
access.After the user search modeling if it gets
suspicious it releases false information in order to
mislead the attacker.Through this we could keep
important data safely.The true user, who is the owner
of the information would readily identify when decoy
information is being returned by the Cloud and hence
could alter the Cloud’s responses through a variety of
means, such as challenge questions, to inform the
Cloud security system that it has inaccurately
detected an unauthorized access. |t protects the true
data from masquerades.

Decoy serves two purposes:
1.Validating whether the data is authorized and
2.Misleading the user with false or bogus information

Combining User Search modeling and
Decoy technology for Masquerade
detection
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